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Phoslock Environmental Technologies Limited 
 

ACN 099 555 290 
 

Acceptable Use Policy 
 

Summary 

 

This policy sets out guidelines for acceptable use of various forms of electronic communications 
by any employee (you) of Phoslock Environmental Technologies Limited ACN 099 555 290 or its 
subsidiaries (we or the Company). It also provides details of the monitoring that we may 
undertake of your use of the Company's electronic communications equipment, facilities and 
resources (including those purchased/owned by you but the subscription, services or charges 
were paid for in whole or in part by the Company).  

 

The primary purpose for which access to electronic communications is provided by us to you 
is to assist you in carrying out the duties of employment. Employees may also use electronic 
communications for reasonable private purposes that are consistent with this policy. We may 
modify this policy upon 14 days’ notice in writing to you. 

 

This policy applies to: 
 
(a) use of the Company Laptop (as defined below) and any other electronic device used in 

any way by the employee in relation to their employment with the Company (whether it 
is a device provided by PET or a personal device); 
 

(b) all electronic communications which make use of resources, infrastructure or equipment 
of the Company accessible to you when you are at any workplace or other place where 
work for the Company is carried out, whether or not you are actually performing work at 
the time, or at any place while performing work for the Company; and 

 
(c) electronic communications outside of work where the communications are made using 

equipment or resources provided by or at the expense of the Company.  

 

What are electronic communications? 

 

Electronic communications covered by this policy include but are not limited to, each of the 
following (Electronic Communications Resources): 

 

(a) the Company Laptop (as defined below); 
 

(b) any other device provided to you or approved by the Company;  
 
(c) electronic data interchange; 
 
(d) electronic mail; 
 
(e) messaging services, including pagers, paging services and SMS; 
 
(f) internet, intranet and extranet services, including blogs and podcasts; and  
 

any personal telephones including mobile telephones used for employment purposes.  
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Use of electronic devices 
 
Every employee whose employment requires the use of a computer will be provided with a 
Company-issued laptop device (Company Laptop).  
 
If you wish to use a mobile phone in relation to your employment (Work Phone), you must: 
 
(a) Provide the Company with details regarding the make and model of the nominated Work 

Phone and the phone number associated with the Work Phone; and 
 

(b) Update the Company as soon as possible in writing of the above information if you have 
changed to a different phone number or phone model. This new phone will then become 
your Work Phone.  

 
If you wish to use any electronic device in relation to your employment other than your Company 
Laptop or Work Phone, you must seek the prior written approval of the Chief Executive Officer or 
the Chief Financial Officer. 
  
You may not undertake any work (whether in draft or otherwise) in relation to your employment 
with the Company other than using your Company Laptop, your Work Phone as nominated from 
time to time, or using any other Company-issued or Company-approved device (together, the 
Approved Devices).   
 
To the extent that any work has been completed otherwise than using an Approved Device, you 
must: 
 
(a) Transfer any Company data housed on those devices to your Company Laptop or your 

Work Phone to the extent that that data is not already accessible on those devices; and 
 

(b) As soon as possible after the transfer in (a) above is completed, delete all Company 
data housed on the other devices.   

 
Your use of any Approved Devices is subject to the terms of this policy.  
 
Record keeping 

 

Electronic communications and electronic records are no different to paper documents and 
records and are important parts of our business records. They are subject to the same laws and 
record keeping requirements as our other documents and records.  
 
Accordingly, you are responsible for ensuring that your electronic communications and all other 
electronic records in relation to your employment with the Company are recorded and stored in 
accordance with the Company's document management procedures and policies.  
  

Use of electronic communications 

 

Your use of any electronic communications must comply with this policy, your terms and 
conditions of employment, any other policies of the Company that may be notified to you from 
time to time as well as normal standards of professional and personal courtesy and conduct. 
 
These standards are expanded upon in this policy. Your use of any electronic communications 
for any purpose other than undertaking your duties as an employee is acceptance by you of the 
Company's collection, use, disclosure and storage of any personal information resulting from 
that use. 
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Confidentiality 

 

Electronic communications may not always be private. In the course of delivery, an electronic 
communication may pass through multiple servers or other infrastructure outside the control of 
the Company and may be viewed or copied by third parties. Care must be taken in forwarding 
information or documents out of our office, so that they are sent in accordance with our security 
and confidentiality policies. 
 

In addition, electronic communications are monitored by the Company (see below). 
 

Communicating externally about aspects of the Company, its operations or customers or 
information of our customers/ clients or copying or removing files or data that are confidential 
or subject to other restrictions on disclosure is absolutely prohibited and is grounds for 
disciplinary action, including immediate termination, and other legal action. As an employee 
you may have access to personal information about other Company employees and customers 
of the Company. Confidentiality of that information must be maintained. Communicating 
internally about the personal information of other Company employees and clients is absolutely 
prohibited unless for the purpose of carrying out your duties in the course of your employment. 
 

What is acceptable use? 

 

Company Laptop and other Company-issued devices 
Subject to the terms of this policy, you may use your Company Laptop, any other Company-
issued devices and any other Electronic Communications Resources provided by the 
Company for each of the following: 
 

(a) work or client related purposes; 
 
(b) sending and receiving personal communications, provided that for any personal 

communication sent with a Company email address in the From: or Reply-To: header, 
a disclaimer must accompany the email that the communication is a personal 
communication and the views of the sender may not represent those of the Company. 
The Company accepts no responsibility for personal electronic communications; 

 
(c) accessing the World Wide Web for personal purposes, except where that use involves 

accessing or disseminating inappropriate content. Purchasing products or services via 
the internet is not prohibited but the Company accepts no liability for risks or costs 
associated with any use of the internet for making purchases of any sort unless the 
prior written approval of the Chief Executive Officer or Chief Financial Officer is 
obtained in relation to that purchase; and   

 

(d) utilising any other electronic communications service or protocol for personal purposes, 
after obtaining permission to do so from the Chief Executive Officer or Chief Financial 
Officer. 

 

Any personal use within normal business hours must be moderate in time. Any personal use 
must not incur significant cost for the Company and must not interfere with your employment 
duties or those of any other person. 
 

Work Phone and other Company-approved devices 
 
Subject to the terms of this policy, you may use your Work Phone and any other Company-
approved device for work and client related purposes, as well as personal purposes. However:  
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(a) if you are sending and receiving personal communications using a Company email 
address, a disclaimer must accompany the email stating that the communication is a 
personal communication and the views of the sender may not represent those of the 
Company. The Company accepts no responsibility for personal electronic 
communications using your Company email address; and  
 

(b) when purchasing products or services via the internet, you may not incur any liabilities, 
risks or costs on behalf of the Company (and the Company does not accept any such 
liabilities, risks or costs) unless the prior written approval of the Chief Executive Officer 
or Chief Financial Officer is obtained in relation to that purchase.  

 

What is not acceptable use? 

Company Laptop and other Company-issued devices 
 
Except in the course of your duties or with the express permission of the Chief Executive 
Officer or Chief Financial Officer, your Company Laptop, any other Company-issued device or 
any other Electronic Communications Resources provided by the Company must not be used 
for any of the following: 
 

(a) excessive personal use within normal business hours; 
 
(b) personal use that incurs any significant cost for the Company; 
 
(c) personal use that interferes with the employment duties of the employee or any 

other person; 
 
(d) personal commercial purposes, apart from the purchasing of products or services at 

your own cost; 
 

(e) making our infrastructure available for third parties to use without the permission of 
the Chief Executive Officer or Chief Financial Officer; 

 
(f) sending Spam within the meaning of the Spam Act 2003 (Cth); 
 
(g) subscribing to or accessing external email services or personal email accounts; 
 
(h) subscribing to or accessing news groups without the permission of the Chief Executive 

Officer or Chief Financial Officer; 
 
(i) instant messaging, other than any formal messaging software used for a work-related 

purpose;  
 
(j) disseminating confidential information of the Company or of any customer of 

the Company; 
 
(k) any illegal activity or purpose; 
 
(l) knowingly or recklessly causing interference with or disruption to any user of any, or to 

any, network, information service or equipment; 
 
(m) disseminating any personal information (within the meaning of the Privacy Act 1988 

(Cth)) of any officer, employee or customer (or an officer or employee of a customer) 
of the Company without consent; 
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(n) sending or otherwise knowingly or negligently causing any other person to view 
content that may render the Company liable as a result, whether pursuant to equal 
opportunity, sex or racial discrimination or any similar legislation or other law, including 
defamation, racial vilification, misleading and deceptive conduct or any other law, at 
the suit of that person; 

 

(o) knowingly downloading or requesting software, media files, data streams or other 
content or information that a reasonable person believes will use a greater amount of 
network bandwidth than is appropriate or that are, or any copy is likely to be, 
infringements of the rights of any person (including intellectual property rights); 
 

(p) accessing or disseminating inappropriate content;  
 

(q) engaging in any conduct that may compromise the Company’s security, including by 
downloading programs and files from the internet onto the Company Laptop without the 
prior permission of the Chief Executive Officer or Chief Financial Officer; and  
 

(r) any other purpose that is inconsistent with this policy or any other policies of the 
Company.  

 

Work Phone and other Company-approved devices 
 
You must not use your Work Phone and any other Company-approved devices for any of the 
following:  
 

(a) excessive personal use within normal business hours; 
 
(b) personal use that incurs any significant cost for the Company; 
 
(c) personal use that interferes with the employment duties of the employee or any 

other person; 
 
(d) to compete with the Company in breach of any restraint in your employment contract;  
 
(e) making our infrastructure available for third parties to use without the permission of 

the Chief Executive Officer or Chief Financial Officer; 
 
(f) sending Spam within the meaning of the Spam Act 2003 (Cth) using your 

Company email address; 
 

(g) disseminating confidential information of the Company or of any customer of 
the Company; 

 
(h) any illegal activity or purpose in relation to your employment with the Company; 
 
(i) knowingly or recklessly causing interference with or disruption to any user of any, or to 

any, network, information service or equipment; 
 
(j) disseminating any personal information (within the meaning of the Privacy Act 1988 

(Cth)) of any officer, employee or customer (or an officer or employee of a customer) 
of the Company without consent; 

 

(k) sending or otherwise knowingly or negligently causing any other person to view 
content that may render the Company liable as a result, whether pursuant to equal 
opportunity, sex or racial discrimination or any similar legislation or other law, including 
defamation, racial vilification, misleading and deceptive conduct or any other law, at 
the suit of that person; 
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(l) accessing or disseminating inappropriate content while using your Company email 
address or otherwise in relation to your employment with the Company;  

 
(m) engaging in any conduct that may compromise the Company’s security, including by 

downloading programs and files from the internet onto the Company Laptop without the 
prior permission of the Chief Executive Officer or Chief Financial Officer; and  

 
(n) any other purpose that is inconsistent with this policy or any other policies of the 

Company. 
 

Compliance with legislation 
 
Electronic communications and usage of electronic devices must comply with laws applicable to 
the employee’s place of work, as well as the following legislation (irrespective of the employee’s 
place of work):  
 
(a) Copyright Act 1968 (Cth); 
 
(b) Privacy Act 1988 (Cth); 
 
(c) Fair Work Act 2009 (Cth); 
 
(d) Racial Discrimination Act 1975 (Cth); 
 
(e) Sex Discrimination Act 1984 (Cth);  
 
(f) Equal Opportunity Act 2010 (Vic);  
 
(g) Racial and Religious Tolerance Act 2001 (Vic); 
 
(h) Crimes Act 1914 (Cth); and  
 
(i) Crimes Act 1958 (Vic).  
 

Monitoring 

 

Our professional obligations to our clients, business partners and employees require adequate 
security protection between internal systems and customers' external electronic communication 
systems. This requires monitoring of electronic communications. Monitoring is also necessary to 
help manage our resources, including bandwidth, in an appropriate and cost effective manner 
and to ensure compliance with all other legal and regulatory requirements. Monitoring is also 
used by the Company to check compliance with this policy (and our other policies), and to 
undertake investigations if the Company has cause to believe this policy has been breached and 
to obtain evidence of unauthorised or unlawful activity. 
 

The Company has a system of continuous and ongoing monitoring by means of software, 
hardware or other equipment that records the information, input or output or other use of 
our computer and communication systems and programs including the sending and 
receiving of emails and accessing of internet websites. 
 

This monitoring includes: 
 

(a) software programs that automatically scan all incoming and outgoing electronic 
communications, including email messages, attachments and details of internet 
sites access; 
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(b) generation of detailed user logs, including information in relation to employees' use of 
the internet, email addresses of those with whom employees have communicated and 
other information relating to use of our facilities, equipment and infrastructure in relation 
to electronic communications. These user logs are accessible to the network 
administrator, the Chief Executive Officer and the Chief Financial Officer; 

 
(c) filtering devices to detect and block inappropriate electronic communications 

including incoming executable files; 
 
(d) filtering devices to deny access to certain websites or other content that we consider to 

be inappropriate or to which access amounts to inappropriate use under this policy; 
and  

 
(e) workflow management and reporting by user and by document or file, including details 

of when documents are created, accessed or modified and the identity of the user. 
 

The Company may also engage in real time surveillance of electronic communications use. 
Unless required by law, we may undertake any monitoring without any further notification to 
any employee that monitoring is occurring. 
 

You also need to be aware that: 
 

(a) the network administrator can and is authorised to access any area, files and electronic 
communications on our network, even those that are password protected; and  

 
(b) all files, data and electronic communications are routinely subject to backup. Backups 

of data and systems are retained by us for periods up to 12 months. Backups may be 
accessed at any time for the purposes of monitoring the use of our computer and 
electronic communication systems and programs. 

 

If the systems or procedures used by us prevent delivery of an email communication to you, we 
will give you notice (prevented delivery notice) as soon as practicable, by email or otherwise, 
that delivery of the email has been prevented, unless the law provides that a prevented delivery 
notice is not required. The Company is not required to give a prevented delivery notice for an 
email if delivery of the email was prevented in the belief that, or by the operation of a program 
intended to prevent the delivery of an email in any of the following circumstances: 
 

(a) the email was Spam; 
 

(b) the content of the email or any attachment to the email may reasonably have resulted 
in an unauthorised interference with, damage to or operation of a computer or 
computer network operated by us or of any program run by or data stored on such 
computer or computer network; and  

 
(c) the email or any attachment to the email would be regarded by a reasonable person 

as being menacing, harassing or offensive. 
 

The Company is also not required to give a prevented delivery notice for an email sent by an 
employee if we are not aware (and cannot reasonably be expected to be aware) of the identity 
of the employee who sent the email or that the email was in fact sent by an employee. 
 

Nothing in this policy prevents delivery of an email or access to a website merely because 
of either of the following: 
 

(a) the email is sent by or on behalf of an industrial organisation of employees or an 
officer of such an organisation; or 

 
(b) the website or email contains information relating to industrial relations matters. 
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This Policy constitutes notice in writing under the Workplace Surveillance Act 2005 
(NSW) and any other applicable legislation of the intended surveillance for the above 
purposes. 
 
Provision of devices to the Company  
 
On termination of your employment or at written request of the Company at any time, you 
must promptly provide to the Company: 
 
(a) your Company Laptop and any other Company-issued device; and  

 
(b) any other device you have used for work-related purposes, including but not limited to 

personal mobile devices so that the Company can extract and back-up any work-
related data contained on that device and remove this data from the device. Once the 
extraction process is complete, any personal device will be returned to you.  

 
You must not take any steps to delete or otherwise remove any data from any of the above 
devices during or following your employment with the Company prior to having provided the 
Company as outlined above.  
 
If, following the extraction and deletion process outlined in (b) above, you become aware at 
any time that some Company data remains on a device in your possession or control 
(Residual Data), you must promptly notify the Company of this fact in writing and cooperate 
with any request by the Company to provide those devices for the extraction and deletion of 
the Residual Data. You must not take any steps to delete or otherwise remove any Residual 
Data from any device prior to having provided the Company with those devices.  
 

Privacy 

 

As part of your duties as a Company employee, you may be required to collect personal information 
of other Company employees and clients. You are bound by privacy law and ethical practice to keep 
that personal information confidential and you must comply with the Company’s Privacy Policy in 
dealing with that personal information. The Company will also treat any personal information relating 
to you in accordance with the Company’s Privacy Policy.  
 

Consequences of a breach of this policy 

 

Responsibility for use of electronic communications that does not comply with this policy lies 
with each employee. It is a condition of your access to our facilities, equipment and 
infrastructure necessary for electronic communications that you indemnify us for any direct loss 
and reasonably foreseeable consequential losses suffered by the Company as a result of any 
breach of this policy by you.  
 

If the alleged breach is of a serious nature or amounts to a breach of your duty of fidelity to the 
Company (for example, emailing our confidential or proprietary information or a customer's 
confidential or proprietary information to a competitor or a potential competitor), you must be 
given an opportunity to be heard in relation to the alleged breach. If the alleged breach is 
admitted or clearly established to the satisfaction of the Chief Executive Officer or Chief 
Financial Officer, the breach may be treated as grounds for immediate dismissal. 
 

In all other circumstances, an alleged breach of this policy may result in disciplinary action up 
to and including termination of your employment.  
 

If you have any questions in relation to this policy or its application please contact the 
Chief Financial Officer. 
 

Adopted by the Board – 28 June 2022 


